Abstract. Aiming at the problem of low hidden capacity and poor imperceptibility of the existing image information hiding algorithm in encrypted domain, an improved encrypted domain information hiding algorithm based on PVD (Pixel Valued Differencing) is proposed. The algorithm combines PVD algorithm, the logistic sequence is used to scramble the encrypted plaintext image, then the pixels in the encrypted image are paired, and the secret information is embedded according to the characteristic of the difference between the pixels. At the same time, the steganographic key is introduced to reduce the modification range of the pixel while keeping the hidden capacity. Experiments show that the algorithm has large hidden capacity, and under different embedding conditions, the imperceptibility of the improved algorithm is improved to some extent compared with the original PVD algorithm.
Introduction
With the rapid development of information security, information hiding as a key technology has attracted more and more attention from researchers. As the characteristics of clear image carrier, wide channels and easy operation, information hiding of the mainstream carrier. The plain text information hiding algorithm usually adds the secret information as the noise to the redundant space of the published image. It requires that the noise cannot be detected and avoid the secret attack and achieve the effect of stealing the cliff.
In practical applications, the publisher of the carrier image and the embedder of the secret information may not be the same, and the information transporter does not want the content of the carrier image to be acquired. This requires the information hiding while encrypting the contents of the carrier image, Text information concealment scheme arises at the historic moment. This kind of algorithm converts plaintext image into ciphertext image through various encryption techniques and combines the ciphertext image characteristics to hide information. In [1] , the ciphertext image is first segmented, and the 3-layer LSB of the partial pixels is inverted to embed the 1-bit secret information. The receiving end carries out secret extraction and carrier recovery by searching for each block. However, this algorithm has limited capacity. Based on the above problems, the literature [2] using edge matching technology and literature [1] different smoothness calculation function has been improved to a large extent to enhance the hidden capacity and accurate extraction of secret information.
In the light of the idea of image smoothness, [3] calculates the block smoothness of the image blocks and classifies them separately. At the same time, with the help of the histogram modification, the proposed algorithm reverses the hidden information hiding algorithm. Better image quality, while achieving zero error. But because of the introduction of more auxiliary information, which restricts the security of the algorithm. In [4] , the data is encrypted using LWE public key cryptography, and the redundancy space generated by LWE encryption algorithm allows users to embed hidden information in ciphertext. As the algorithm does not include the carrier characteristics of the principle, this program can be adapted to the ciphertext domain text, audio, images and any other carrier. It is worth mentioning that the above two schemes are separable ciphertext domain reversible information hiding scheme, that is, the secret extraction process is not sequential, the receiver can extract information according to different permissions, only have a steganographic key can be extracted Secret information without decrypting the carrier image, only has the encryption key can decrypt the carrier image but cannot extract secret information. Greatly enhance the practicality of the algorithm. [5] proposed a block-based image reversible information hiding scheme, but the texture image processing results are not satisfactory. In [6] , the pseudo-random selection set embedding multi-bit information in the image block is defined, but the hidden capacity needs to be improved.
In this paper, an encrypted domain information hiding scheme based on PVD is proposed based on the idea of pixel value difference. [128, 255] . And determines the number of the secret information that the pair of pixels can bear by the difference between the pixels and the gray value sub-interval. The corresponding amount of secret information is used to generate a decision difference value for modifying the pair of pixels, and the pixel value is modified to complete the embedding of the secret information, and the extraction process is similar to the embedding process.
PVD algorithm
Because of the recognition characteristic of the human eye, it is sensitive to the modification of the texture smoothing region. This method makes good use of this feature, and embeds fewer secret bits in the smoothed region with small pixel difference. In texture complex region and edge region the human visual insensitive area embeds more secret information to enhance the embedding rate of the vector image.
PVD algorithm has the characteristics of simple realization and large hidden capacity, and can recover the carrier image without distortion at the same time as the secret information extraction. It is an effective reversible information hiding algorithm. So the advent of, aroused the interest of many researchers. Wang et al. [7] proposed an MF-PVD algorithm [8] , which enhanced the imperceptibility of the original algorithm to a certain extent, according to the characteristics of the PVD algorithm which determines the embedding capacity by pixel difference. Hong et al. Proposed a DE-PVD algorithm [9] to further enhance the steganographic capacity.
The algorithm proposed in this paper
In this paper, a ciphertext-based information hiding algorithm based on PVD is proposed. The basic idea is to scramble and decrypt the plaintext image, and then to embed the information into the ciphertext image according to the PVD algorithm. In the process of hiding, a steganographic key is used to encrypt the steganographic process while reducing the modification range of the pixel pair. At the same time, the restoration of the carrier image can be realized by the key.
The embedding process of the algorithm is shown in Figure 1 : References are cited in the text just by square brackets [1] . (If square brackets are not available, slashes may be used instead, e.g. /2/.) Two or more references at a time may be put in one set of brackets [3, 4] . The references are to be numbered in the order in which they are cited in the text and are to be listed at the end of the contribution under a heading References, see our example below. 
Image encryption preprocessing
Digital image encryption technology and information hiding are closely related technologies, the two complement each other. After years of research, there have been a lot of digital image encryption methods [10] . According to the different scopes can be divided into spatial domain pixel encryption and transform domain coefficient encryption. The spatial domain pixel encryption can be divided into pixel location scrambling encryption and pixel value scrambling encryption, this paper discusses the pixel location scrambling encryption. Common methods are arnold (cat face transformation) scrambling, chaotic sequence of logistic scrambling and so on. Among them, arnold transformation is widely used, with periodic. But the key space is small, the practical application of the cyclical characteristics of the security caused some impact. The logistic chaotic sequence scrambling is an unpredictable, disorderly and aperiodic encryption method. In this paper, the image is encrypted and preprocessed.
Logistic chaotic function is defined as:
, Logistic map is chaotic, and the chaotic sequence generated by the initial value 0 X is aperiodic and nonconvergent. Logistic chaotic scrambling encryption steps are as follows: (1) Read the picture, measure its size to MN  , the elements in the figure are scanned in line to form a sequence 12 ( , , ) , get lena image after scrambling the encrypted image. The embedding of PVD algorithm makes use of the difference between the pixels. The larger the pixel difference is, the greater the hidden capacity is. In the plaintext, the correlation between each pixel is better, and the difference between adjacent pixels is not ideal. The ciphertext image encrypted by the above process is different from the plain text image, the pixel position is randomly distributed, the image content is invisible, the correlation between the scrambled image pixels is destroyed, the difference between the randomly arranged pixels Large, this time, and the hidden capacity of the algorithm can be further enhanced.
Secret information embedding and extraction
(1) The gray value space of [0,255] is divided into several different subintervals according to the partition rules in [6] , denoted as 
/ 2 if and
ii pp  is the embedding of new information after the new pixel pairs, repeat steps (1) - (4), you can complete all the secret information embedded. Using all the modified pixel pairs 
Experimental results and analysis

Hide capacity analysis
In order to verify the hidden capacity of the algorithm, three representative gray scale images with 512 512 pixels in the standard image library of matlab are used as embedding vectors. Considering the factors that influence the concealment capacity of PVD algorithm, the algorithm of the paper adds the scrambling encryption preprocessing before secret embedding. According to the interval division method in [6] , Table 1 calculates the interval between the plaintext and the scrambled encryption of the number of pixel differences. It can be seen, after scrambling encryption, the difference between pixels is amplified, the ability of the pixel to load secret information is enhanced. Respectively, in the literature [6] in the cryptographic domain information hiding algorithm, the original PVD algorithm hidden capacity, compared with the algorithm, as shown in Table 2 Algorithm In This Paper 661191 622070 643531 It can be found that the algorithm has the best hidden capacity compared with the algorithms in [6] and [8] . On the one hand, in [6] , the image is divided into several secret information bits by selecting the set, but the embedding rate is only 0.14, and the size of the block is also restricted because of the division of image blocks. The hidden capacity of the algorithm.
In this paper, according to different carrier images with adaptive algorithm to a pair of pixels for the embedded unit, and each pair of pixels can load 3 to 7 secret information, so the hidden capacity is more impressive. On the other hand, this algorithm makes full use of the characteristics of the PVD algorithm, which disrupts the correlation of the pixels in the plaintext and makes the difference of the pixels be fully utilized. Therefore, the algorithm [8] Good hidden capacity.
(If square brackets are not available, slashes may be used instead, e.g. /2/.) Two or more references at a time may be put in one set of brackets [3, 4] . The references are to be numbered in the order in which they are cited in the text and are to be listed at the end of the contribution under a heading References, see our example below.
Non-Sensibility Analysis
First, the perception of the algorithm is evaluated directly by the human eye senses. A Banboon image is taken as an example to compare the embedded ciphertext image with the original ciphertext image carrier. Embedded, the visual, ciphertext image is difficult to see changes. And decrypts the ciphertext image to obtain the restored carrier image. baboon Encrypted image steganographic image recovered carrier image Fig. 2 Comparison of embedding and extracting secret information It can be seen that the ciphertext image, it is difficult to see the changes in image quality, and reverse scrambling after restoration of the original image and steganographic images are no visual difference. Figure 4 also shows that the algorithm can accurately extract secret information.
Secondly, PSNR (Peak Signal to Noise Ratio) is used as the quantization standard to evaluate the quality of the image before and after embedding. The PSNR of the steganographic image is tested under the condition of low embedding, medium embedding and high embedding. show that the improved algorithm can effectively improve the imperceptibility of the algorithm. The PSNR varies with the embedding amount. The more the secret information is embedded, the lower the PSNR is. This is the contradiction between hidden capacity and imperceptibility. The original PVD algorithm calculates the difference directly for the pixel pair after modification, and this algorithm reduces the difference and then acts on the pixel pair, and thus get a better imperceptibility.
Summary
In this paper, a cryptographic domain information hiding algorithm based on PVD is proposed. Through the original algorithm, the hidden capacity is positively correlated with the difference of the pixel pair, and the embedding quantity is decided by the interval. Thus expanding the pixel difference so that a pair of pixels can load the secret information is greatly improved, thereby further enhancing the hidden capacity. At the same time, by reducing the decision difference for modifying the pair of pixels, the invisibility of the algorithm is effectively improved while the hidden capacity is kept, and the effectiveness of the algorithm is verified by experiments.
